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INTRODUCTION

An “e-friendy”, “eready” endbling legd and regulatory framework is indispensable if a
country is to regp the economic and socid benefits of dectronic commerce and the Internet.
While much of the experience in creating such an endbling legd and regulaory framework on a
naiond levd is found in and deives from the indudridized, developed countries, the issues
explored here rase paticular chdlenges for policy makers in the deveoping world.  Much of the
internationd  experience desribed points to ceartan advantages in harmonizing legidetion, or a
leest moving towards an environment of interoperability. Yet there is dso strong demondration
that in cetan aess paticular nationd requirements must aso be teken into account. The
vaidy of issues and requirements for the daboraion of the legd and regulaory infragtructure
for eccommerce and the Internet highlight the necessty of a comprehensve gpproach to legd

reform issues.?
Centuries ago, in a different development context, Alexis de Tocqueville wrote,

“Do you want to test whether a people is given to industry and
commerce? Do not sound its ports or examine the wood from its forests
or the produce of its soil. The Spirit of trade will get al these things and,
without it, they are usdess. Examine whether this people's laws give

! dsatola@worldbnak.org ; The views expressed in this paper are those of the author and not necessarily of the World

Bank or its members.
2 See, Abstract, Intven, etal., Legal and Regulatory Aspects of E-commerce and the Internet, World Bank

(forthcoming) (Intven).
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men the courage to seek prosperity, freedom to follow it up, the sense
and habits to find it and the assurance of reaping the benefit.”

As de Tocqueville observed, lav matters. Law gives effect to policy. As such, laws
affecting eccommerce ae in important and integrd pat of the enabling environment for e
commerce. And, the policies undertaken and the manner in which they are reflected in law will
affect how e-commerce develops, how it is used, etc.® But laws done are not enough.

There are other attributes that make the legd and consequent inditutiondl structures work
in ther respective environments Among these ae a higory of market development (culminating
in maure makets), and known outlets and predictable results for resolving disputes induding
respected, independent, credible judicdary and other mechanisms for resolving disputes that have
the confidence of the generd public. It cannot be sad with cetainty that dl of the other,
exogenous factors that support the legd, regulaory and inditutiond precedents in  developed
countries (mature markets, credible outlets for resolving disputes, etc.) exist to the same extent in
dl devdoping countries — and care should therefore be taken that while creating the essentid
legd infrastructure, other aspects of the market reform enabling environment not be ignored.

This paper focuses on the process of refornf, spedificaly the process of lega reform thet
is an integrd pat of devedoping an endbling environment for ecommerce.  As such, this paper is
amed a both policy makers, legidators and other stakeholders.

BACKGROUND

To pargphrase a recent report by UNDP regarding ICTs and development, ecommerce is
and should be viewed as a tool of devdlopment, not a rewad.® Effident provison of ICT
infradructure and services will enhance production, which will contribute to growth and even
hdp in dleviaing poverty — a primary god of the World Bank. This relaionship can be shown

asfolows

Poverty

Production # Growth » Alleviation

3 For some recent examples of laws that particularly reflect social, economic and development policy, see, e.qg.,
Moldova' s new draft Law on Informatics and Informatization (in the creation of new online national databases, this
law redefines privacy expectations and has pitted one governmental institution against another in a struggleover the
regulation of the“.md” top-level country domain name ; South Africa’s Electronic Communications and
Transactions Bill (among other things, critics have argued that this law “nationalizes’ regulation of the“.za” top-
level domain name after a decade of industry self-regulation); and probably one of the most obviousin recent times
istheU.S. USA PATRIOT ACT (this laws anti-money laundering provisions have extraterritorial application in the
provision of sometimes otherwise personal data, changing expectations of privacy).

* Itistaken as agiven in this paper that certainty is brought about through law. Therefore, this paper does not delve
into theissue of legal certainty in any detail, rather is assumed asagiven. Also, this paper does notlook in great
detail at substantive laws affecting e-commerce, such aslegal recognition of digital signatures and electronic

contracts, privacy, banking an paymentslaws, or intellectual property rights, to name afew.
4 http://www.undp.org/idep/ .
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In this sense, the Internet, and ecommerce, are trandformationa. No longer are “old economy”
concepts of cgpitd formation and capital flows necessarily gpplicable. Now, productive assets
do not need to be equated with naurd resources, nor does vaue-added processng necessarily
need to teke place dfter export. But, for the equation to work, ICT infragtructure and services
need to be provided on an efficient bads (which depends in pat on removing bariers to entry),
reducing users costs.

Findly, in the context of the reform agenda, it is indructive to take account of the types
of ecommerce attivity likely to be undertaken. The following chart® describes the types of e
commerce activity that should be incorporated into an e-commerce legd and regulaory engbling
environment:

Typesof E-commerceand Related Internet Activities

Government (*G”) Business (“B”) Consumer (“C”)
Government G2G — coordination G2B —informetion G2C —information
Busness B2G — government B2B-e-commerce B2C —e-commercein
procurement between businesses consumer markets
Consumer C2G-eg, tax C2B — price & other C2C —auction
compliance comparisons markets

Condderation should be given to the types of e-commerce tha ae to be encouraged.
Additiondly, as will be argued later, it is important that the legd framework not be desgned for

just one type of activity. Rather, acommercidly neutrd gpproach should be taken.

PROCESS

Reform is hard work. Difficult policy decisons need to be made and communicated to
condituents. If the precepts of the ICT reform process are accepted (that efficient provison of
ICT infredructure and services ads in production and growth), this will undoubtedly leed to a
the identification of a number issues that will need to be addressed in the reform process
Regardless of whether it is e-commerce, there are common dements of the reform process. In
the fig sage of reform, a change to the gtatus quo is introduced through new polices How to
give effect to these policies results in reform issues that need to be dedt with. How these issues
ae dedt with is the drategy of introducing the reforms. Findly to give effect to reforms, they
need to be implemented. Because law is the embodiment of policy, the process of legd reform
needs to dat right a the beginning, during the sheping of the new polides. And while dearly
some of the reform issues that will aise a the beginning of dage two, those engaging in law
rfoom need to take pat in devdoping the drategies and in ther implementation —

& Jonathan Coppel, E-Commerce: Impacts and Policy Challenges 4 (OECD Economic Department Working Paper
No. 252 23 June 2000), cited in Intven, supra.
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implementation being in pat, the passage of new laws  The importance to successful reform,
epecidly legd reform, of broad public consultation, stakeholder “buy-in” and “locd ownership”
can not be overempheszed. To have a law, or saries of laws, on the books, that takeholders
(government, regulators, owner/operators and users) do not understand or agree with will impair
the success of the reform program. The dtages of the reform process can be shown in the
following chart:

Stage 1
A
Stage 2 Stage 3
N A
r pr—— N\
Issues T Stratéegies —»Impleniﬁentation

LEGAL REFC:DRM

In addition to the dements of the process of reform is the sequencing of reform. There
ae many vaidions on reform sequencing, teking into account urgency, pardld processes, loca
cdrcumdances and the like.  Admittedly, the modd of reform sequencing discussed in this paper
is the ided. Practicd condderdtions may dictate modifications. Whatever the circumstances,
however, where there is a legd dement to the reform process, it is logicd that in order to effect
the shift from the market supported by the “old’ legd framework to the market supported by the
new legd framewak, certan things have to happen. Fire, the policies giving rise to change
need to be daborated. These will, in turn, give rise to new legidation that reflect, embody and
give effect to those policies” To the extent tha the laws provide for or anticipate regulaion, a
regulatory framework can be daborated to implement the law. Findly, it is assumed that new
entry will come into the market bassd on the cetanty provided by the legd and regulatory
framework. The sequencing used in this paper can be shown asfollows

3]

Policy & _;%
Market . . i Regulatory s

™ structure [T Legislation = = work [ TMarket Entry >
Options %

"Where new laws are sequenced before policy, the laws in effect are the policies. Introduction of policies after laws

can lead to undermining the certainty that is to be achieved through law, or, imply further amendment to the legal
framework.
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SELECTED LEGAL THEMES
Principles and I ssues

The basc themein legd reform isto create an enabling environment of predictability and

certainty through good governance and respect for the Rule of Law that encourages use and confidence in the e-
commerce market place. A non exhaustive list® of underlying principles behind legal reforminthe areaof e-
commerce follows:

?? Preference for market-based approaches (regulate only what is necessary and when it

is necessary; incentives should derive from the market)

Make use and entry easy (infrastructure and services liberdization play akey role)

Promote Certainty/Confidence (transparency)

Enhance transactional enforceability

Harmonize/Sandardize (reference to internationd best practice, modd laws, etc.,

interoperability of laws (not necessarily carbon copying) will facilitate use and

growth of commerce beyond nationd borders)

Neutrality asto commerce (the legd regime established should gpply equaly to and

fadlitate B2B, G2G, G2C, eic., thisdso dlows “future-proofing” of legidaion to

facilitate the introduction of new forms of commerce that can be conducted
dectronicdly)

?? Neutrality asto technology (the legd regime should dso be “future-proofed” in terms
of the introduction of new technologies deployed to conduct e commerce — laws
drafted today, based on today’ s technology may prove inadeguate for new
technologicd innovations)

?? Protect Intellectual Property

?? Protect Consumer Rights

NN TN BN

3

A number of legd issues’ typicdly aise in developing a legd framework to enable e
commerce.  Fird, there is both a nationd and an international dimendon to the reform agenda
At the interndtiond levd, a number of internationd, regiond, and even private organizations
dfecting the content of nationd law. Attention should dso be pad to mandatory requirements
(conventions, tredties, directives) tha emanate form these bodies as opposed to syntheses of
good practice (e.g., modd laws). Thee intenationd dements point to the important
condderaions of harmonization, Sandardizetion and interoperability in fadlitating entry into the
globd maketplace. Clearly the UNCITRAL modd laws and the EU directives’® (described
below and in more detall by others) arein part amed at accomplishing this

As successful reforms in e-commerce are out of necessity comprehensive, cutting across
traditiond technology and commercid boundaries, the role of regulators and regulation will need
to be criticdly examined. To name but a few areas where this will be important are regulaion of
communications sarvices and infrastructure  (tdlecommunications), public  key  infrastructure,
doman name regidration, and generd principles of competition — and where gppropriate the
exercise of regulatory forbearance where market forces are operating.

8 Derived from Intven, supra.
® Here, adistinction is drawn between legal “issues”, and the corresponding laws dealing with these issues.
10 Applicable at least to Member States and Accession Candidates, but also as evidence of good practice
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A specific issue common to any e-commerce framework is how persond data privacy™ is
protected. There are varying agpproaches, for example the “opt-in” vs. the “opt-out” approach.
Experience has demondrated a divergence of trestment regarding privacy, for example between
the EU approach and the approach in the United States. It is therefore evident that different
policy approaches lead to different legd approaches.  However, this paticular issue dso
demondrates problems of “interoperability” (the basc incompatibility between opt-in and opt
out systems) resulting from different legal gpproaches.

Other issues include, protection of intellectua property rights, dternative dispute
repiution, lichility for content, texetion, jurisdiction and didribution of goods ae dl other
important issue that will need to be addressed in framing alegd enabling environment.

International Legal Dimension

Because of the borderless nature of ecommerce and trade facilitated through e
commerce, the vdue of minimum or common internationd Sandards has long been recognized
a contributing to the interoperdbility of nationd legd regimes in devedoping truly globd
commerce.  Modd laws, conventions and regiond laws from a variety of sources contribute to
the emeging body of intenationd best practice tha deveoping countries can look to for
examples in framing their ecommerce legidative environments®®> Too often, however, there is a
tendency to adopt interretiond precedent (whether modd law, directive or other precedent law)
wholesde, without adgpting it to locd dynamics Cetanly there is vaue in leaning from the
experience of others, but as argued above, the reform process should be a criticd, thoughtful,
deliberative and iteraive process, bdancing bespoke needs with underlying principles such as
harmonization and interoperdbility.  The result of adopting modd laws verbatim without a
holigic approach, can be as ineffective to the growth of e-commerce as a framework that does
not teke account &t dl of the internationd dimension.

In addition, there is a large body of intdlectud work regarding e-commerce and
devdopment, incduding legd issues of eccommerce devdopment. They ae too numerous to
mention here, dthough the annud E-Commerce Reports of UNCTAD® stand out as being well
written and presented, comprehensve in scope, sufficiently detalled and addressing cutting edge
iSsues.

WTO. The WTO played a mgor role in opening makets for
tdecommunications sarvices.  The role that liberdized provison of savices plays in increesng
access, lowering prices and fadlitating new entry is well recognized. Now the WTO and its
members are debating new chdlenges brought by the online world. Wherees the various GATT
agreements covered trade in goods, and the GATS covers trade in services how should
downloadable software be treated, for example? Is it a good or a savice? This question of
classfication is being teken up in Dedicated Discussors. It is dso an area which developing
countries have an opportunity to make their voice heard in the debate.

11 Others address privacy lawsin particular.

21t isinstructive to remember in this context the legal form of some of the international sourcesis quite different.
Model laws are just that — models; while conventions, and the directives of the European Union apply, with some
variation.

18 These reports are avail able at http://www.unctad.org .
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UNCITRAL. UNCITRAL is probably best known in the ecommerce
aea for the two modd laws it has promulgated: (1) UNCITRAL Modd Law on Electronic
Commerce with Guide to Enactment 1996 , with additiond aticde 5 bis as adopted in 1998; and
(2) UNCITRAL Modd Lawv on Electronic Signatures with Guide to Enactment 2001.**  As other
participants a the conference have dready discussed these modds in deail, only the following
issues are highlighted. The E-Commerce modd law covers, inter alia, legd recognition of data
messages and digita ggnatures, and certain dements of encryption.  The Electronic Signature
Modd law covers inter alia, PKI certification and certain dements of data privacy protection.
The Guide to enactment of the Electronic Signaures Modd Law is paticulaly indructive about
the issues surrounding PKI cetification, for example It should be emphasized that these are
“model” laws, and while a synthetic project taking account of many legd sysems and a broad
range of experience, they can, bearing in mind minimum requirements of interoperability, be
talored to meet gpedific locd needs

ITU. At the ITUs recent World Teecanmunication Deveopment
Conference in Iganbul, ITU-D (Bureau of Tdecommunication Development) was mandated,
inter alia, with examining how to promote a favorable legd environment for e-services and
applications in cooperation with other internationa or ganizations and finandid ingtitutions™

Hague Conference on Private Interndtional Law. A new draft Convention
on Jurisdiction and Foreign Judgments in Civil and Commercial Matters is under consderation
by the Hague Conference on Internationd Law which, if promulgated in its current form, could
have far resching effects in the online world.*®  Provisons of the draft Convention coud, in
effect, lead to the intdlectud property rights protection of one country being agpplied in another
country where the rights protected might be different. A report of the work of the Conference
noted that among the areas where no consensus was obtained was the internet and e-commerce.t’

EU. The oollection of Directives'® covering e-ccommerce activity in the
European Union has been discussed by other paticipants.  The Directives, for EU Member
Sates and Accesson Candidates, have a more mandatory qudity than the UNCITRAL modd
laws, for example. The Directives must be “trangposed” into the naiond law of the country. In
ome cases trangpogtion can result in an dmog verbatim cut and paste.  In other cases, the
manner in which a Directive is trangposed can vary grestly form country to country.

ICANN. ICANN, though not an “intendiond” organization like
UNCITRAL, nonethdess plays an undenidbly centrd role in globd e-commerce through its
doman name proceses egpecidly in doman name regidration and regulation of “.com’,

14Both of these may be found at: hitp:
15 http://www.itu.int/| TU-D/pdf/2128-263-en.pdf

18 Text and commentary can be found at: http://www.hcch.net/e/workprog/idgm.html .

7 1bid, See, Preliminary Documents 16 & 17.

18 A few selected Directives worth noting include Ecommerce Directive - Directive 2000/31/EC of 8 June 2000;
Electronic Signature Directive - Directive 1999/93/EC of 13 December 1999; Distance Contracts Directive -
Directive 1997/7/EC of 20 May 1997; Data Protection Directive (Draft) — COM 2000 385. This latter directive
comes out of the recent consultation regarding electronic communications and is included in the package of new
directives comprising the new acquis communitaire applicableto all electronic communications.
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“edu’, “.org’, ec. It's dfiliaed organization, IANA, is responsble for toplevel county doman
names (“ccTLD”). 1

National Law Dimension

The following discusson focuses on four sdected issues to be dedt with on a nationd
levd that are of particular importance to deveoping countries. Thee ae not exhaudive, but
representative®®  The four issues are (i) convergence implications and competition law, (i)
fundamental festures of regulatory reform, (iii) the role of intdlectud propety rights in
devdopment and (iv) the use of dternate dispute resolution mechanisms.  Other legd issues of
sgnificance in the e-commerce endbling environment a the nationd leve, but not discussed here
in any length, incude recognition of eectronic contracts and issues of contract formation (e.g.,
recognition of “dick through” and “browse through’ concepts); recognition of digita sgnatures,
protection of persond privecy; consumer protection; taxation; cusoms, import and didribution;
limits on foreign direct investment; and content ligbility. The lig of laws tha would need to be
conddered in building the nationd legd enabling infradructure for e-commerce will naturdly be
dictated by locd requirements and circumdances. It should be borne in mind that there may
dready be laws affecting commerce in the “off-line’ world (contract formation, consumer
protection, tax and dispute resolution, for example). Pat of the “commerciad neutrdity” aluded
to before is that certain laws for e-commerce may not necessarily need to be radicdly different
from wha dreedy exigs for commerce in the off-line world. However, there are certain issues
that are peculiar to the “on-ling’ environment, such as “click through” contract formation, P/PKI
certification, digitd Sgnature recognition and domain name regidration.

Convergence/Compstition. It is now axiomdic that there is a phenomenon known
as convergence among technologies and services brought about by digitdization. Where sector-
specific, or technology-specific regulation may have been appropriate before, the converged
naiure of technology and sarvices implies a gregter reliance on competition policy, law and
regulation to guard agang abuses of dominance or other anticompetitive behavior in the market
place. It is important to note, however, that the object of competition law is not to protect certain
actors but to ensure a competitive market by enhancing efficiency to stimulate development.

For example a vye-tobe-privaized daeowned tdecommunicaions sarvice
provider (or a private monopoly, for that meatter) may through its dominant position exert control
over the provison of leased line access to ISPs.  If this results in discriminatory trestment among
ISPs, or, the price of leased line access is not cost-based, or is otherwise dowing market entry of

19 See, generally, hitp://www.icann.org/icp/icp-1.htmand http://www.isi.edu/in-notes/rfc1591.txt . A number of
skirmishes have emerged recently regarding “.bg” (Bulgaria)“.md” (Moldova), “.za” (South Africa),. Thereare
othersaswell. Registrarsof ccTLDs are appointed by IANA, and not necessarily the governments of the countries.
In Bulgaria, complaints have been raised about the transparency of allocation of the .bg ccTLD. Thisissue will be
taken up in more detail in the discussion of the importance of competition law regulation. In Moldova, regulation of
.md had been the purview of the ANRTI, an independent regulator for the telecommunications sector. Recently an
attempt was made, through new draft legislation o transfer that responsibility to a department of the Prime Ministry. In South
Africa, an NGO had been responsible for .zaregistration. New legislation removed that responsibility to aministry. Rather than
complying, the registrar electronically moved all registration data “offshore”. Each of these cases demonstrate the role that laws
play (or havefailed to play) in an important aspect of eecommerce, and the fragility of the certainty that can be brought about by
law.

20 A good source for national e-commerce legislation can be found at: http://www.bakernet.com/ecommerce/ .
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ISPs, the issue could be viewed as a matter of telecommunications regulaion or as a competition
lav issue (adbuse of dominance or anticompetitive behavior). Accordingly, to ensure farness,
resort could be made to the competition law of generd gpplication. If there is not a competition
law of generd application, congderation should be given to putting on in place.

Comprehendve Regulaiory Reform The areas of regulation that touch upon e
commerce are many. Theseinclude, to name afew,

?? regulation of the tdecommunications infrasructure and services over which e
commerce is conducted; doman name regidraion; public/private key infrastructure
certification regulaion; data privacy protection regulaion;

?? competition regulation

?? banking and finencdd sector regulaion (induding credit, payments systems
exchange controls, anti-money laundering; and

?? import redrictions and intellectud property rights.

In  desgning regulaory functions and  inditutions, internationd  best  practice
demondrates that certainty and confidence in the regulator is enhanced through transparency and
where there is functiond, finandd, legd and inditutiond separation of the policy sting,
regulatory and ownership functions. This is to ensure agang politicd and indusry capture.
Independence can be graphicdly shown asfollows:

Gov't Regulation Owner/Operator
Determines Policy Regulates Sector Provides Services

In each subgtantive area, decisons will need to be teken regarding how much regulaion
is necessary and when to forebear from regulating. In certain cases, industry sdf-regulaion may
be gppropriate.

Intellectual Property Rights

From a devedopmentd dandpoint, it is recognized on the one hand that where intelectud
property rights, such as copyright, are not protected by nationd law, holders of copyrighted
software (or hardware with imbedded software) will be rductant to export to that jurisdiction.
Accordingly, developing countries wishing to expand economic growth through e-commerce, but
where the protection of intdlectud property rights is unclear, will face chdlenges of encouraging
vendors to invest in those countries.  On the other hand, it is aso recognized that there is a view
held by some in the deveopment community that continued protection of rights hed by those in
the deveoped world actualy depresses loca growth and development in developing countries —
deveoping countries merdy effect trandfer payments to rights holders in the developed world
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while providing disncentives & home for innovation and growth of locd high-tech industries®
Even in a make place dominated by “open sourceg’ and open sysems copyright and
commercid concerns are dill vaid®?  In other words, open source systems il rely on copyright
law to enforce the openness of open source systems.

The TRIPS Agreement provides nationd treatment, minimum gandards and dispute
reolution procedures.  This internationd system, pat of the WTO, protects rights to encourage
foreign direct invetment of hardware and software necessyry for conducting e-commerce,
presarves internationd  dandards, but would generdly leave innovation and incentives with
exiging rights holders.  The new role of intdlectud property rights advocated more and more
within the development community gill protects rights holders.  However the reliance on open
sysems (including open source software) can reduce unit cods, dlows for projects to be scaed
to meet paticular needs dlows devdopment of loca content and encourages innovaion and
entrepreneurship locdly. A by-product of developing more content in locad languages and more
uselocdly isto dow “brain dran”.

Alterndtive Dispute Resolution.?® In the area of ADR, the focus is not on whether
mediation is preferred to arbitration or whether ADR should be used as a maiter of course as an
dternative to the courts. Rather the focus is on whether the use of ADR to engage in non
adversarid resolution can create incentives for or encourage use of e-commerce. Can ADR be
effective in changing market place behavior? Certan characteridics aout ADR would indicate
that it is susceptible to credting an incentive environment for resolving disputes  Among thee
atributes are tha ADR can be non-adversxrid®; it can be flexible and scelable (smaller
problems can be addressed through smadler, quicker procedures); it can be oriented towards a
specific type of commonly recurring issue or to a paticular industry issue; because it is more
flexible, it permits the rgpid introduction of best practices and reaed, rdevant experiences into
the dispute resolution process, and it can address Stuations not necessarily spedificaly dedt with
in exiding law (espedidly in avil law jurigdictions). But in order for ADR to be a usful toal for
cregting incentives to use e-commerce. The procedures and inditutions must be credible and
transparent, and the results must be enforcesble.  Accordingly, nationd law should encourage
ADR and provide for adequate enforcement measures >

ZWhile not taking sidesin this debate, it isimportant to point out the existence of the debate surrounding proprietary
and “open” approaches, and related issues of protection of intellectual property rights, asit potentially affects
growth and development of e-commerce in the developing world. For arecent apologetic from the devel oping

world, see, e.g. “ Open Software & Open Standardsin South Africa: A critical Issue for Addressing the Digital
Divide’, available at http://www.naci.org.za/docs/opensource.htm.

22 For an excellent recent layman’ s explanation of copyrights and open source software, seeLessig, L., The Future

of Ideas, Random House, 2002.

23 The subject of “on-line” dispute resolution (ODR) is beyond the scope of this summary, but is considered as part
of ADR insofar asit might proved incentives and certainty, and in that sense should be evaluated in the same way as
ADR, above.

4 For example, using ADR, win-win results can be obtained (so-called integrated ADR), or the results can be
distributed among the parties with some gaining more than others (so-called distributive ADR).

% For ageneral discussion of ADR incentivesin electronic communications regulation from which this discussion is
derived, see, generally, Bruce, R., and Marriott, A., Use of Alternative Dispute Resolution Techniquesin the
Telecom Sector (work-in-progress), World Bank.




